
SecureGate Ports™  

Proven Identification Technology for Port Security 

Secure Your Port …  

with SecureGate Ports™ 

SecureGate Ports is an integrated iden�ty management 

solu�on for valida�ng TWIC cards, verifying visitor iden��es, 

managing access and controlling the port security perimeters.  

 

Regardless of the environment; a mari�me terminal or an 

offshore oil rig, protec�ng everyone’s safety — by knowing 

who is on the premises, and why — requires a rugged, reliable 

smart card reader and  iden�ty solu�on.  If you are using 

TWIC, PIV, or CAC, SecureGate Ports is the right solu�on at the 

right �me, in the right place. 

 

SecureGate Ports is deployed on TSA-cer�fied handheld 

mobile and fixed readers. It is easy to install, easy to use and 

easy to maintain.  

 

SecureGate Ports iden�fica�on and access security so-ware 

provides the highest standard in real-�me security. 
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SecureGate Ports is a 

turnkey system with 

enhanced management 

tools: 

Provides mobile validation 

of  visitor and port 

personnel TWIC cards  

Speeds entry onto the port 

with rapid card validation 

and biometric identity 

verification 

Generates on�demand 

reports for real time 

information about persons 

and access 

Checks the CCL for valid 

cards 

Eliminates the need for 

separate identification 

cards;  TWIC validation 

can support both overall 

port entry and port 

employee entry as well as 

time and attendance and 

access control 

SecureGate Ports gives security 

managers the confidence that the 

people who are in any given place on 

site belong in that place. Whether 

monitoring access to a port entrance 

or a secure facility, SecureGate Ports 

identification and access security 

software provides the highest 

standard in real time security.  

 

Our integrated solution validates 

identities; manages access to 

locations and facilities; and records 

entry.  

 

SecureGate Ports is deployed on 

rugged, reliable 

handheld 

mobile and 

fixed readers 

that are certified 

by TSA. 

 

SecureGate 

Ports mobile 

solution 

integrates an 

award wining 

smartcard 

reader and fully 

inter�operable 

fingerprint scanner — plus proven 

identification and biometric 

matching software — SecureGate 

Ports provides a best�in�breed 

solution for port security.    

 

 

 

SecureGate Ports Mobile uses 

biometric identification with TWIC 

validation, providing four distinct 

capabilities: 

 

• TWIC Card Authentication 

 

• Expiration Date Confirmation 

 

• Card Validity Check (CCL) 

 

• Identity Verification (matching 

cardholder’s fingerprints to the 

prints encrypted on the card)  

 

SecureGate Ports is also a fixed 

reader TWIC authentication and 

validation system. Our fixed reader 

application uses  a TSA certified and 

QTL listed biometric reader — the 

first fixed TWIC reader hardware to 

receive the U.S. Coast Guard’s 

approval. It is an outdoor multi�

purpose, multi�functional biometric 

access control device.  The design 

features an Ingress Protection Level 

(IP) 64 with built�in TLS encrypted 

Ethernet and PIV�approved 

matchers, scanners, and contact/

contactless smartcard readers. 

 

SecureGate Ports mobile and fixed 

applications are easy to install, easy 

to use and easy to maintain.  

idSoftware’s applications meet the 

Coast Guard regulation requirements 

for reading TWIC and include 

upgrades to the software as 

requirements change. 
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SecureGate Ports Plus, is an add on 

option to our basic SecureGate Ports 

application.  

 

 SecureGate Ports Plus offers 

enhanced  law enforcement and 

visitor management capability.   

(NOTE:  the port agency must have a 

law enforcement agency association to use 

this capability.)  

 

SecureGate Ports Plus integrates 

with local law enforcement and 

includes the ability to submit 

fingerprints to local, state or federal 

databases. This functionality also 

provides the ability to  check for 

wants, warrants and criminal 

background information,  notifying 

the port agent of an outstanding 

warrant or of an exceptionally 

dangerous person. 

 

The fingerprint matching capability 

provides the advantage of identifying 

persons who have no ID or claim to 

have no ID. The system integrates a 

mobile computer, fingerprint 

scanner, digital camera, 2D barcode 

reader, and wireless communications 

support.  

SecureGate Ports Plus can initiate 

NCIC checks for warrants when 

submitting to the state’s AFIS 

database and can submit 

identification requests to the FBI 

RISC system. 

 

SecureGate Ports Plus meets the 

highest required government 

standards    

Our software and hardware meet all 

NIST, FIPS, DHS and FBI 

government standards.   

 

SecureGate Ports Plus automatically 

checks the quality of the biometrics 

captured to ensure fingerprints and 

images provide the most reliable 

identity response.  

 

SecureGate Ports Plus integrates 

with key data sources and systems 

 

idSoftware has many years of 

experience integrating our mobile 

identity management solution with 

other sources of data and 

information, such as physical access 

control systems (PACS).  

 

 

If your environment does not permit 

or provide wireless connectivity, then 

SecureGate Ports Plus can pre�

download information from key 

databases and access it in the field.   

 

Secure your port with our complete, 

integrated system  

 

Our subject matter experts in 

biometric identity, biometric and 

geocentric applications, smartcards, 

government�issued credentials, 

wireless communications, and rapid 

fingerprint identification systems will 

work closely with you and your team 

to help you take full advantage of our 

solutions in your environment.   

SecureGate Ports Plus 

An Integrated TWIC Reader Solu�on  

for use with Law Enforcement and Visitor Management Systems 
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Cer�fied by TSA and approved on the Qualified Technology List (QTL) 

SecureGate Ports
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